IES #Hic BB

B S arE DAL

Mo B D IR
BESE e ThRe
AL | who SR HHTER RS WAL

25451
TES>who
SessionID. - UserName —————————— LOCATION MODE
3 console VIEW (That’ s

me. )

Total 1 sessions in current system.

BaAHETA T ERBZHRILNE R

fic & S0 IR
BEDSR me Thee
S h . SR 2 HT PR R S LT
BIR who am i .
2545 ;

IES>who am i

I am Session [3] : user connected from console

SR ) 5% PR AR R R P
fic & DR
BIEDPR e Thee
IR kill session <7-19999> oo 11 DR AR S 1) FH P e 2

/NEE: WA A B who A4 RS BB session 1D

EH RGN E X
TR CR A7 HI P B S
fic B DR
BESR e Thee
IR enable N B AR
IR erase startup—config PEBR R 490 R R AT I L B S

/NS A A EERF R AREN: MR REIES, 7 reboot fTHE
AEHAT save config iFd

241

1ES (config) erase startup—config



Are you sure to erase startup—config ? [Y/Nly

Trying to erase all configuration from flash, please wait

Finished.

sfully erase all config information from flash.

R LRIz 1T BB S
(W= T
BIESR frd ThEe
IR enable HEC B R
982 | save configuration 4 [T IEAE IS AT AL B S 215
WL HRAE

A1

IES (config) tsave configuration

Trying to save configuration to flash, please wait..

Preparing data for saving configuration...Done

Starting writing configuration data to flash...Done

onfiguration saved to flash successfully.

BERGNLSHIMERS R
fic B DR
BEDR e Tige
IR enable HENC B A
show running-config [forward-entry| | & RS AUATRCEEE (4

1% interface|login—auth|snmp|stp|syslog| AN NS, K ERTA R
usermanage] RAMERER)
25451

1ES (config) #ishow running—config

'HROS system config file
!Version VIR002B01

!Basic information config

config sysname IES

!

'Login config

!

!Usermanage config

|

|Ethernet port config

<HE>

lend of config
| skekskokskskskskskskokskskskskskskskokokskskoksk sk

! Total usage 588 bytes




! Maximum 131072 bytes
I sekskslokoksketokskokskskokskokskekskskokokskokok

BEERFINRGE
(W= &
BIESR frd ThEe
IR enable HEFC B R
o . BERFE N RFRLE N
IR show startup—config ’x

A

IES (config) tishow startup—config
Startup config file in flash is empty.

RATHERFT R
e B 2R G128 PR )

QORI AE 20 738k WARXT R GUEAETIRE, = B3R B & mE BN, JFETS
L FPERRIE NG RATHPIRES . USHE N 0, AREAZNRH RS,

fic B DR
BIESR e ThRE
IR enable HEN B R
- o B WEA Z KIS WG,
WIR2 idle-timeout <0-35791> Py
SRS no idle—timeout PR 2 BRANE 2047
ZE45)
IES (config) #idle—timeout 100
IES (config) #no idle—timeout
B RS HET ]
fic B D IR
BIESR fré ThEe
IR enable HENBC B R
%2 | show idle-timeout R BG4 W 2 R N D

2451«

1ES (config) #show idle—timeout

Idle time out is set to 20 minutes

JiiDak-¢:1

HROS A fit 1 i FH P BCRR . 3E HY 7 (NORMAL) A1 63 (ADMIN) 38 ] ' RE &R K




W RGER, EAREERGETHHIEEMARGHNEE FE (RERAG PRI EX
HFABEULRGERIRERFL) o HEA 7 EXE HR0S RE)a, RAEsE AN RS A
REHE AT AR

B A REEANL B AT RGN A S BT ERE MR E . REUE B RE R

AL SE

MR K-S BEBSUH T EN, DG T RER2RE R RECESE.

A HFIKS: REGEENE T —NEREH BRI KS, HF42 adnin, #
HEWE hyeteco SEHIT admin MRS ARERIMER, M A BARRES, AR

Hahh . @ EH QBRI A Pk ANIC BB U 12 hyetecs
P e/ LR
fic B D 5K
BIESR frd Thee
A1 | enable HE AT B AR
ffifig/ 248 Be B O HLH P AE
Console & Sk}
IR Config login—authentication [enable|disable] | BN 4 . #6Y, enable i
R PN R
ffiRE

AN Ve T RS RGO admin A4 BB L U B DLZE 1
BoE . &R PR i Re b & .

2545 ;

IES (config) #iconfig login—authentication enable

IES (config) #iconfig login—authentication disable

BHA P EEFHAN config TR EN

i & DI
BIEDE ik Thee
#H1%1 | enable HE B B AR
i _ EHEHP (FAENADIMING H
H 2 enable—-password P1) 9 E B enabl e BT
2545 :

1ES (config) #tenable—password

Input the new enable password please
New Password:
Confirm Password:

Successfully changed password!.

EHA e S REY
Iic & IR
BRIES R e Thie




EIHEP (0 NADIMING
HWIR2 login—password B, AE A adnin) NH
O E B Y
25451

IES (config)#login—password

Input your new login password please
New Password:
Confirm Password:

Successfully changed password!

I A RD

SR FE P2 A PR #2238 F P (NORMAL) » S5 FRFH F* (ADIMIN) o] LA A fr (i
DIMERE D, HRAEBIEEM S adnin B A ESCMMNEEH 2 FRIR, He &5 5 M~
ANEE FIABIR . i & 8miH P Heene &2 il -2 .

fic B AP IR
BIEDR e Thee
IR enable HENC B A
sy user. add <{username> login—password R R
{login password>

2545 :
Whn—"N48 Anna FHPIKS, FFRELEFREILN 123456
IES (config)# user add Anna login—password 123456

B FKS
i & IR
BRIEPER e Tige

IR enable HE D B A

IR user delete <username> W FH P k=
/N R BGUEEAS Cadmin) BB . MR P RR, How s s 5
HPAAR& AR .
25451 :

IES (config) #user delete userl

B ALWE B P B B &Y
i B IR
BIELR e Thre
v 3| enable HENBC B R
NEBHP (A NADIMING)
SR -
IR user enable—password <username’ I 15 enablo%57

/N R g R R MG E B (adnin) A7 AR



2445 :
1ES (config) #user enab

Input new enable password for user 11111 please

New Password:
Confirm Password:

Successfully change

le—password jsjzjt

d password!.

S AL P BRI
fic B0 IR
BIEDR e Thee
WL enable HEHC B AR
B P
LR user login—password <username> :i: é F‘ ;j? jf «{;(EE?);%?%E%E@%

/N R A AR R B (ADMIN) O, AR B Cadmin) A I

PR
EP
IES (config) tuser login-password userl
Input new login password for user user?2 please
New Password:
Confirm Password:
Successfully changed password!.
ERRGHFKS
fic B DB
BRIEPR e Tige
WL enable HENC B A
%2 | user list BRRGH K-S HIER
ENP
IES (config) #tuser list
UserName User role ——————
admin ADMIN USER
userl ADMIN USER
user2 NORMAL USER
Total 3 users in system.
BB AP RR
LELL
BIEDR fré Thee
IR enable HENEC B
oLy ¥ user role <username> [admin|normal] | i@/ (NORMAL) #4k N4




enable—password <enable password> FRFH P CADMIN) Ffie e gt NC &
7 s Henable Y, A HE
H K CADMIND % g 5@ ik

A (NORMAL)
JAAN
ER: RAEBEEHEMT Gadnin) BEABSH7 MERAIOBR, HEs
HEM AR % ERBR
25451

1ES (config) #user role userl normal

TES (config) #user role user2 admin enable—password 111111

LR

AZWHUSCHF FTP J7 AL Bootrom, NV BAFRE ¥ KA T4, SCRF FTP J7 sUSe LA
BAE. A BB S AR

—
Console port —~ Ethemet port
=)
PC Switch FTP Server
K1

i#Bid FTP Server b/ F&E L4

W=k &
BIEDR e iR
AP | enable HBEN T B A
P {upload|download} ftp {app|config} <4. B C D>| Mimiiftp server b/ F#i 3L
IR Cuser> <pass> <filename> s
EEER
MizEss ftp server [N FHFRERE B R G0 HEAT N R HIRCAS T 2%
BIEDR e
K4, ZEHLIEL —A LUK T 5FTP ServerfHi%, i@idConsolel 1 5L &
WIRL . .
THENIAEIE
s FEFTP Server Fig4T RSS2 727, ML EFTPH P & A5y, KRR 7 e F 4% DL 3 e
) SEMIFTP H %7,
s HE T B
IES>enable
. TEAZ ML A — AN VLAN
R4 s
IES(config)#interface vlan ftp
WIS 4 5FTP Server Hi% i I I HLVLAN




1ES (vlan—ftp) #add port 1 untagged

Ni
5
»

B IIVLANFIPY L, A TPHubE 5FTP ServerdE [d— M B,
1ES (vlan—ftp)#ip address 10.10.1.1/24

N
55
-3

PING FTP Server(JIPHuhl, W] LS I)i% @
1ES (vlan—ftp) #ping 10. 10. 1. 100

PING 10.10.1.100 : 56 data bytes
Press Ctrl-c to Stop.

Reply from 10.10.1.200 : bytes=56: icmp_seq=1 ttl1=128 time<=10 ms
Reply from 10.10.1.200 : bytes=56: icmp seq=2 ttl1=128 time<=10 ms
Reply from 10.10.1.200 : bytes=56: icmp_seq=3 ttl1=128 time=150 ms
Reply from 10.10.1.200 : bytes=56: icmp_seq=4 ttl1=128 time<=10 ms

———10. 10. 1. 200 PING Statistics———

5 packets transmitted, 4 packets received, 0% packet loss

round-trip(ms) min/avg/max = 10/45/150

IR

NHMNHRERF, MIAFTP Server{ &M%, MANMHET 4, TEH T
IES (config)#download ftp app 10.10.1.100 user user IESVIR002B02
Get ftp operational popedom!

Connecting to server: 10.10. 1. 100

Downloading file from server..
Received size: 218e0e byte
Download file ... ok

Write to flash...ok

Release ftp operational popedom!

RelE5LH
Ping Bl T &

ping 4 &% Internet Control Message Protocol (TCMP) iR L3I 44 ) FaA
IP 545 ping 74 R AR SRAIN o 265 1) B A EREAR 0 o R 1 BT [ A A WSO8 H 1 i
AW AR, 4T “REQUEST TIME OUT”: 5 JULSE i SRS Z 58 RS0F 5. TIL.
Wi LR T, [ SRR G R BRSSO B AR SCAN G R AR SO
G HE A SIS TR) ) B M S B R AP 244

B B DI
BIEDR fré Thee
IR enable AR E B
H2 | ping {[-tl}*1 {[-n] <1-65535>}%1 {[-1] | BFH ML IEMIE




<8-6400>}*1 {[-w] <1-255>}%1 {[-i] <1-2
55>} %1 {[-pattern] {user pattern>}*l
{[-source] <A.B.C.D>}*1 <A.B.C.D>

24451«
TR F) 1P Hidik >y 192. 168. 0. 1 BIBEAHEE M, AT LA/ 2

IES (config)# ping 192.168.0.1

AR B, M BLLL TR E &
PING 192.168.0.1 : 56 data bytes
Press Ctrl-c¢ to Stop.
Reply from 192.168.0.1 : bytes=56: icmp_seq=0 tt1=128 time=100 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=1 ttl=128 time=33 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=2 ttl=128 time=16 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=3 ttl=128 time=0 ms
Reply from 192.168.0.1 : bytes=56: icmp _seq=4 ttl=128 time=33 ms
———192.168. 0. 1 PING Statistics——
5 packets transmitted, 5 packets received, 0% packet loss
round—trip(ms) min/avg/max = 0/36/100

U RBEATE BN I LR S R
PING 192.168.0.1 : 56 data bytes
Press Ctrl-c to Stop.
Request time out.
Request time out.
Request time out.
Request time out.
Request time out.

——192.168. 0. 1 PING Statistics——-

5 packets transmitted, 0 packets received, 100% packet loss



RARFEAHR

IES (config) #show system resource
System used memory 3186040 bytes
Total system memory 15839072 bytes
The percentage of Used memory: 20. 1%.
User used memory 1049732 bytes
Total user memory 33554432 bytes
The percentage of Used memory: 3. 1%.

The percentage of CPU: 18.5468%.

2.7.3 RGHEHR

Ao HEB, Bl Syslog Bk, FEARICFKEN RG e iriEil. 528 H
R RE S T B B G N T AR RS TAETS ML, IESERHE S RN RS

B HEBERIET RGh A s T, HE

i AR~ HEAE B AT LR 12,

ARGLTERE
KMy AEEN T HAMER RGRE. H

fo B DIk
ZBR2 | show system resource LI CPUAI PN A7 A FH 2%
21

BRI, B, 17

EfE R WAT DGR H B M &, XM07 U0 TR ER R G i 17 5 oL bL L

s SATERAEAT N

fic & IR
BIED R frd TheE
IR enable AL E B
L ¥ config syslog [enable|disable] g H E MRS IhRE
i ee HE MRS M H E RS2
HIR] config syslog server [enable|disable] N .
e 8 SYSTo8 | Rk BT
config syslog server [add|delete] .
HIR2 BI— P sysl
PR B C A port <I-65535> facility -7 | TR Tsyslog server
lﬁ%»é nl l/\ (4\ ¢
3l monitor lowest—-level <0-7> ?TiiisiE/&jﬂ‘lft =) M
RN =P
sy config syslog server type [<name>|/alll B Asyslog serverfiiki
7 [enable|disable] H &M
3 show syslog configuration T F sysloght Bi5 5
=% logft C
IR show syslog server configuration tk%jsys gl EH RS HLE
=Py




fic & 291 -

BRIEDE e
o B E A
IES>enable
fic B HE RS fiae
2 TES (config) #iconfig syslog enable
Syslog service enable.
fic B A L H B AR5 28 R IL R
1ES (config) #config syslog server enable
LIRS Successfully changed syslog service logto server enable.
Warning: Syslog server config is empty.Please add syslog server.
— hn—AH SRS, by 11010 1/24.
7R IES (config) #iconfig syslog server add 1.1.1.1/24 enable
- BCE 7] syslog server FXHIICRK M) log HAHN 7.
7R IES (config) #iconfig syslog server lowest-level 7
A 1 rver frik i H &
4506 BCE ) syslog server fili&f e

IES (config) #config syslog server type all enable

B syslog ML EAE R
IES (config) #ishow syslog configuration

Syslog service is enable
—Service syslog logto monitor—terminal is enable

—Service syslog logto server is enable.

BE syslog RIS ERE R

1ES (config) #ishow syslog server configuration

—Service syslog logto server is enable.

syslog—server—ip server—port facility

1.1.1.1/24 514 7

—Log server messages that not lower than level 7 [DEBUG].
—Log these types messages to server:

:AUTH:BGP:MPLS:CLT:SYSLOG:DEVCTRL : OSPF: PORT : FDB:RIP: ROUTE : SNMP : STP
:SYSTEM: VL
AN:WEB:DOT1X:RADIUS:NAS:PPP:PPPOE : DHCPC: TACC: COPS : CLIREC: AMS : FSYN: SNTP
:DEVICE: DH
CP: TFM:L2PDPN:LOAD:VRRP : SKBUF: VFS: TP :MROUTE : IGMP: PIM: UDPF : TRACEROUTE : D
NS:TIMER:B
MS_BRIDGE : BMSROUTE : BHFROUTE : BHFL3 : BHFDEF TP : BMSL3 : BUSDEF TP : NMSBRIDGE : NM
SROUTE : NHF
ROUTE : NHFL3 :NHFIP :NMS13 :NMSTP : CTSSARP : IMSBRIDGE : IMSROUTE : THFROUTE : THFL
3:THFFIB: I




MSL3: IMSFIB:QOS:DIA: IPMC:BMS_PKT: INTERFACE: CDP:BCM_DRIVER:HOT:DEVSM:ER
PP:CHDLC: 1
BC:EIGRP:VRF:HSRP:ARP:ETH:BACKUP : FTPD:SSP:GVRP: TRAP :NAT : DHCPS : REDIRECT
:HFS_TPMC:

IGMPSNOOPING: HLINK: SSH: PHFLPM: PMSLPM: WATCHCLI : POWERALARM: NULL:

—Not log these types messages to server:

Record command-line to server is enabled




